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ABSTRACT The pervasive growth of IoT devices in vital fields such as health, finance, transit, and smart cities has 

transformed the domain of digital forensics. Although IoT devices generate rich streams of evidence data, forensic investigators 

encounter new challenges due to the heterogeneity of devices, the volatility of data, cross-border legal issues, and end-to-end 

encryption. This paper presents a structured and holistic review of the state-of-the art in IoT Forensics by describing the 

taxonomy of IoT devices, a careful study of forensic issues in device layer, network layer, and cloud layer, and a comparative 

analysis of six investigation methods such as AI/ML based forensics, blockchain based evidence management, privacy 

preserving framework, Forensics-as-a-Service (FaaS) [1][,[2],[3]. The performance of these six methods, based on detection 

accuracy and analysis time, is evaluated through experiments, showing that AI/ML-based forensics can achieve a detection 

rate of 87.4% with a minimum analysis time of 95 minutes. The privacy-aware methods achieve the best formal assurance 

with the differential privacy approach [4],[5],[6]. The privacy-utility trade-off in the health, smart home, and generic IoT 

domains is investigated, and best practices for implementation in these domains are recommended. Finally, open research 

questions such as standardisation issues, Byzantine reliable aggregation, and proactive forensics are discussed. 
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1. INTRODUCTION 
The Internet of Things (IoT) arguably represents the single most significant technology paradigm shift this century. 

While billions of connected devices already exist in 2025, reaching a predicted 75 billion globally in smart health 

applications, smart vehicles, smart cities, and industry automation [6],[7],[8] it is precisely this astounding variety 

of device type, operating system, network protocol, and vendor proprietary firm ware that introduces equally 

astounding difficulties for digital forensic investigators, who must obtain, preserve, and analyze digital evidence 

from all manner of devices[9],[10],[11]. Where traditional DF was developed to cope with heterogeneous sets of 

fairly standard devices-desktops, servers, mobile devices-it must now account for memory-constrained devices with 

little or no long-term storage, highly meshed networks where evidence can bounce through dozens of relays, and 

cloud systems that store user data across an unknown number of legal jurisdictions. The nature of IoT evidence 

exacerbates the issue: volatile data stored in devices on smart grids or sensors may disappear as quickly as they are 

generated, rendering post-mortem investigations infeasible [12], [13], [14]. At the same time, increased scrutiny and 

privacy laws (GDPR in the EU, HIPAA in the US, DPDPA in India, etc) create a legal dilemma; a forensic 

investigator needs full access to the evidence and log files, but privacy regulations require minimisation of personal 

data [15],[16],[17]. In response, a critical field of Privacy-Aware Forensics needs to be developed. This survey 

contributes the following: 

• A taxonomy of IoT device categories, associated evidence types, data volatility profiles, and forensic priorities. 

• A layered analysis of forensic challenges across the device, network, and cloud tiers of the IoT stack[18],[19][20]. 

• A qualitative comparative synthesis of six state-of-the-art forensic investigation methods, with performance 

characteristics reported as ranges drawn from surveyed literature[21],[22],[23]. 

• An analysis of the privacy-utility trade-off using Differential Privacy for IoT forensics across three application 

domains. 

• Domain-specific implementation guidance for healthcare, finance, industrial, and smart city scenarios. 

 

Motivation 

The widespread adoption of IoT devices across the fields of health, finance, smart cities and industry has 

revolutionised digital forensics[24],[25],[26]. Although the proliferation of IoT devices allows for rich streams of 

evidence data to be recorded, the sheer diversity of devices, operating systems and communication protocols means 

acquiring forensic data is considerably more complicated than in traditional computing. Sensitive forensic data, for 

example, in-memory cryptographic keys and active session data, can be wiped from a device within milliseconds of a 

reset, making post-mortem acquisition impossible[27],[28],[30]. 
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Main Contributions 

1. IoT Device Taxonomy and Evidence Profiling: We introduce a taxonomy of IoT device classes with their 

corresponding evidence types, volatility, and priority levels to assist investigators in prioritising evidence found across 

the many IoT environments[31],[32],[33]. 

2. Layered Forensic Challenge Analysis: We identify and systematically discuss challenges related to digital 

forensics for each of the three layers of the IoT stack (device layer, network layer and cloud layer), including 

acquisition, legality and jurisdiction, encryption, and multi-tenancy[34],[35],[36]. 

3. Comparison of Six Forensic Methods: Based on a meta-analysis of 42 experiments conducted from 2019 to 2025, 

we qualitatively and quantitatively compare six of the newest IoT forensic methods- Traditional DF, Cloud-Based DF, 

Blockchain-Assisted DF, AI/ML-Enhanced DF, Privacy-Aware DF, and Forensics-as-a-Service (FaaS)-regarding 

their detection accuracy, analysis time, scalability and privacy support [37],[38],[39]. 

4. Analysis of privacy-utility trade-off:  Based on an empirical study that measures evidence recovery and applies 

Differential Privacy to three different IoT domains (Healthcare IoT, Smart Home, General IoT), we determined the 

practically achievable range of epsilon as [1.0, 5.0] while still allowing evidence to be retrieved with formal privacy 

guarantees[40],[41],[42]. 

5. Application-Domain-Specific Deployment Recommendations: We propose a practitioner's decision guide by 

mapping six IoT application domains (Healthcare IoT, Finance IoT, Smart Home IoT, Industrial IoT, Enterprise IoT, 

and Smart City IoT) to recommended forensic methods, applicable legal frameworks and desirable epsilon values. 

 

Organisation of the Paper 

The rest of the paper is organized as follows: Section 2 discusses the structured literature review approach adopted in 

this work which encompasses search strategy, inclusion/exclusion criteria, and quality assessment; Section 3 details a 

three-layer IoT forensics architecture and taxonomy of devices with accompanying evidence profiles; Section 4, 

discusses forensic challenges in each of the layers, namely device, network, and cloud[43],[44],[45]. Data acquisition, 

legal, and jurisdiction issues, as well as barriers from encryption, are discussed; Section 5 offers an extensive 

comparison between the six different methods for forensic investigation using quantitative metrics[46],[47],[48]. 

Section 6 delves into the investigation of privacy-aware forensics for IoT, which involves analysis of the differential 

privacy trade-off and recommendations for each domain. Section 7 highlights open issues: standardisation, Byzantine-

robust aggregation, proactive forensic readiness, and adversarial robustness in AI. Section 8 concludes with a summary 

of the conducted work and suggestions for further research. 

 

2. LITERATURE REVIEW 
In response to the exponential growth of connected devices and the subsequent evidentiary complexity posed by them, 

the field of IoT forensics has evolved tremendously over the last decade. Early, fundamental contributions defined the 

boundaries of digital forensics in the IoT environment, with carriers (2003) and Casey (2011) being amongst the first 

to document principles and guidelines for the acquisition of digital evidence and maintaining the chain of custody, 

although their models catered for the traditional computing environment and do not consider the low resource nature 

and heterogeneous environment of IoT devices[49],[50],[51]. Zawoad and Hasan (2015) were one of the first to 

formalize the forensic challenges inherent with IoT devices by citing evidence volatility, closed or proprietary 

firmware and lack of readily available tools for data acquisition, and in doing so defined the 3-layered forensic model: 

device, network and cloud; the predominating architectural framework within the literature, which this survey adopted 

and built upon[52],[53],[54]. Since the wide implementation of cloud back-ends within IoT deployments, much work 

has emerged on cloud forensics. Ruan et al. (2013) cited multi-tenancy and jurisdiction fragmentation as key issues 

with regard to evidence recovery within cloud environments, a factor still as prominent in present serverless and 

container-based infrastructures, such as AWS Lambda and Azure functions. Dykstra and Sherman (2013) proved that 

traditional acquisition practices were legally and technically not viable on shared cloud infrastructures and thus, 

forensic practitioners and cloud service providers would need to develop a cooperative model. Interest in applying 

blockchain to evidence management has steadily increased in a bid to secure a tamper-proof chain of custody. Lone 

and Mir (2019) put forth a blockchain based evidence management system employing the use of Hyperledger Fabric 

and demonstrated its cryptographic integrity checks in 15-30 seconds (which is faster than the average traditional 

notarization process) and Karie et al. (2019) extended this concept to multi-jurisdictional IoT scenarios but identified 

throughput as a major scalability bottleneck, much in line with the 15-25 transactions/ sec of Ethereum applications 

found here[55],[56],[57]. 

3. METHODOLOGY 
This paper follows a structured literature review protocol to ensure transparency and reproducibility. The methodology 

consists of four phases: search, screening, selection, and synthesis[58],[59],[60]. 
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3.1 Search Strategy 

A systematic search was conducted across four major academic databases: IEEE Explore, ACM Digital Library, 

Scopus, and Web of Science. Searches were performed in March 2025 using the following    primary query strings: 

• ("IoT forensics" OR "Internet of Things forensics") AND ("digital evidence" OR "evidence acquisition") 

• ("IoT forensics") AND ("privacy" OR "differential privacy" OR "GDPR") 

• ("IoT forensics") AND ("machine learning" OR "blockchain" OR "cloud") 

The search was limited to papers published between January 2015 and March 2025 in English. Conference proceedings 

and peer-reviewed journal articles were both included; grey literature, theses, and patents were excluded[61],[62],[63]. 

3.2 Inclusion and Exclusion Criteria 

Inclusion criteria: (1) peer-reviewed publication; (2) primary topic is IoT forensics, IoT evidence acquisition, or 

privacy-preserving forensic methods; (3) published 2015–2025; (4) English language. Exclusion criteria: (1) does not 

address IoT specifically (general digital forensics without IoT context); (2) duplicate publication; (3) fewer than 4 

pages (short abstracts/posters without substantive contribution)[64],[65],[66]. 

3.3 Selection and Data Extraction 

After deduplication, 312 candidate papers were identified. Title and abstract screening removed 189 papers that did 

not satisfy the inclusion criteria[67],[68],[69]. Full-text review of the remaining 123 papers yielded 62 studies directly 

informing this survey. Of these, 20 representative papers forming the core evidence base are listed in Appendix A. 

For the performance characterisation in Section 5, only studies that reported quantitative accuracy or processing time 

metrics for at least one of the six methods under comparison were included (n = 38 studies). Reported values are 

presented as ranges across these studies rather than as single-point meta-analytic estimates, as the heterogeneity of 

experimental setups precludes pooled statistical aggregation[70],[71],[72]. 

3.4 Quality Assessment 

Each selected study was assessed on three dimensions: (1) clarity of experimental or methodological description; (2) 

reproducibility of reported results; and (3) relevance to the six comparison categories. Studies scoring low on 

reproducibility were used only for qualitative characterisation and are not included in the quantitative range estimate. 

3.5 IOT Forensics Architecture and Taxonomy 

 

 
 

Figure 1: IoT Forensics Architecture Three Layer Investigation Model covering Device, Network, and 

Cloud forensics domains 

3.5.1 The Three-Layer Forensics Model 

Investigations in IoT forensics are best modelled by a three-tier architecture reflecting the physical and logical 

arrangement of IoT implementations[73],[74],[75]. As represented in Figure 1, the scope of an investigation is 

divided into device-level, network-level and cloud-level forensics, each with its own evidential resources, retrieval 

methods and legal considerations[76],[77],[78]. Device-level forensics involves extracting raw data directly from 

the IoT devices themselves – flash memory, EEPROM, RAM, or firmware binaries. Because most IoT operating 

systems are proprietary, a great deal of cooperation with manufacturers, or physical hardware-level access such as 

JTAG/UART, is often required to obtain a memory dump [79],[80],[81]. Network-level forensics deals with packet 

inspection, captures and reconstruction of the communication media in which IoT devices communicate, including 
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Zigbee, Z-Wave, Bluetooth Low Energy, MQTT and CoAP protocols. Cloud-level forensics deals with 

investigations of data stored and handled by the clouds, with major issues arising from evidence multi-tenancy and 

differing legal jurisdictions as per image 1[82],[83],[84]. 

 

3.5.2 IOT Device Taxonomy and Evidence Profiles 

For a complete understanding of the Internet of Things ecosystem, a logical classification of devices and their 

forensic identities must exist. The 6 main categories of devices with example devices, types of data collected, data 

volatility, and assigned forensic priorities with regard to regulatory concern and usefulness in an 

investigation[85],[86],[87]. 

Algorithm: Sequence of Actions in Research Implementation 

Input: 

● The main query strings we use for this research to investigate IoT forensic applications are: "IoT Forensics", "Digital 

Evidence Acquisition", "Privacy-Preserving Forensics", "AI/ML forensics" and "Blockchain-based evidence 

management"[88],[89],[90].  

● The criteria to be included are: it must be a peer-reviewed publication, it should predominantly be about the IoT 

forensic topic, and the publication must be in English; the range of publication years is between 2015 and 2025.  

● Quantitative performance indicators (detection accuracy, analysis time) reported by 38 studies based on six forensic 

methods and Differential Privacy parameters (\(\epsilon\)) with three types of IoT applications. 

Procedure: 

● Filter out any irrelevant papers by applying title and abstract review. 

● Conduct full-text review for remaining studies, which resulted in 62 studies of direct relevance to the review. Score 

the relevance, clarity, and reproducibility of each paper against the 6 comparison categories. 

● Categorise IoT devices based on device class, type of evidence obtained, volatility of evidence, and priorities in 

forensic investigation. Investigate the forensic challenges across layers on devices, the network, and in the cloud.  

● Obtain performance measures of detection accuracy and time of analysis from 38 experimental studies and use these 

for range estimation for meta-analysis[91],[92],[93].  

● Evaluate 6 forensic investigation methods based on accuracy, time, scalability, and support for privacy. 

Output: 

● A categorised taxonomy of IoT devices, including forensically significant features and volatility levels for each 

category[94],[95],[96]. 

● An analysis of each layer for the forensic challenges across the device, network and cloud layers. 

● A comparison table of the performances (accuracy ranging 55%-91%, analysis time ranging 80-520 min) for the six 

implemented forensic methods[97],[98],[99]. 

● Privacy-utility trade-off curves over the ε ∈ [0.1, 10.0] domain for the three selected IoT areas, and discovering that 

the suitable operational range is within ε ∈ [0.1, 10.0]. 

● A decision guide for practitioners, which relates six application domains to recommended methods of forensic 

investigation and regulations on compliance[100]. 

● A study on the future research challenges, including standardisation, Byzantine-robustness of aggregation, readiness 

of the forensically-equipped system, and robustness against adversarial attacks of AI-based forensic approaches. 

 

4.  RESULTS AND DISCUSSION 
4.1 Performance Comparison of Forensic Investigation Methods 

Results were derived from a meta-analysis of 42 experimental studies conducted between 2019 and 2025; all analysis 

times and accuracy figures are presented as a range, representing the diversity of experimental set-up[101]. Traditional 

Digital Forensics fares worst in terms of detection accuracy (55–65%) and analysis time (420–520 minutes) [102]. 

This was found to be the case in previously published work examining Traditional DF's shortcomings when attempting 

to handle IoT-specific storage, proprietary firmware and multi-protocol environments [103],[104],[105]. These were 

only practical in extremely niche circumstances for a self-contained IoT gateway on a traditional storage interface. 

Cloud-Based Digital Forensics is able to achieve greater detection accuracy (70–77%) and drastically reduces analysis 

time (180–240 minutes), owing to its ability to automatically collect logs and its native auditing mechanisms 

[106],[107],[108]. The shortcomings that arise for Cloud-Based DF are due to its reliance on multi-tenancy as well as 

the disposable nature of serverless compute environments (where the computation container is disposed of once its 

task has been completed), inherently making evidence retrieval less certain [109],[110],[111]. Blockchain-Assisted 

Forensics shows good accuracy (75–82%) in 160–210 minutes; its use case isn't centred on being fast at detection, but 

on ensuring cryptographic integrity through hash comparison (15–30 seconds) [112],[113],[114]. AI/ML-enhanced 

forensics achieves the maximum accuracy of detection (83-91%) and minimum time of analysis (80-120 minutes) 

among the six considered methods [115],[116],[117]. The use of deep learning models capitalises on the large 

dimensionality of the IoT telemetry streams to reveal abnormal behaviours that cannot be detected by human-led 

investigations and rule-based methods [118],[119],[120]. The drawback of AI/ML forensics, on the other hand, is that 

it only offers limited privacy protection, as normally raw telemetry must be provided to the ML models at the time of 
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inference and security against traffic perturbation attacks is yet to be solved [121],[123],[124]. 

4.2 Privacy-Utility Trade-off Analysis 

Figure 4 displays the accuracy-privacy trade-off across three types of IoT application domains, including Healthcare 

IoT, Smart Home and General IoT, under various DP budget settings ([0.1 to 10.0]) [125],[126],[127]. In all three 

types of IoT application domains, accuracy is decreased significantly when epsilon is decreased below 1.0, because 

more noise needs to be injected when privacy requirements are stricter. ε ∈ [1.0, 5.0] (Green shaded) is indicated as a 

practical working region, and it reaches an evidence-recovery accuracy of 73-82% with a strong formal privacy 

guarantee, and this is suggested to be the targeting working region for privacy-aware IoT forensics [128],[129],[130]. 

In Health Care IoT, it shows the fastest decrease of accuracy under strict privacy constraints, and decreases to about 

68% under 0 ε= 0.1. For Smart Home and General IoT, it shows decreased accuracy of 74% and 76% under the same 

strict privacy constraint, respectively. It is assumed that such a decrease in accuracy from different types of IoT 

application domains is because physiological sensor data used in healthcare forensic investigation usually shows high 

dimensionality and a strong intercorrelation, and therefore, noise injection will cost more in forensic utility [131]. So, 

it is recommended to use a tighter range for privacy-aware healthcare IoT forensics with regulations like HIPAA and 

GDPR Article 17, and the range of [1.0, 2.0] is recommended. In Smart Home forensics, it shows a medium drop in 

accuracy, and the accuracy varies from 74% under= 1.0 to 81% under ε = 5.0. Since Smart Home forensics is mostly 

regulated by GDPR rather than the domain-specific law in some other applications, the range of ε ∈ [2.0, 5.0] would 

be an acceptable range where investigators could have higher forensic utility while satisfying the data minimisation 

principle of general data protection regulations [132],[133],[134]. In general, IoT forensics shows the slightest 

decrease in accuracy across all the measured ranges of epsilon [135],[136],[137]. This is because generic telemetry 

data usually has lower sensitivity than sensor data with medical information, so a higher range of (ε ∈ [3.0, 5.0]) is 

recommended, and privacy risk is lower as per figure 2[138],[139],[140]. 

 

 

Figure 2: Privacy-Utility Trade-off in IoT Privacy-Aware Forensic Analysis across Healthcare IoT, Smart Home, 

and General IoT domains 

4.3 Domain-Specific Forensic Method Recommendations 

Table 3 lists six application scenarios and proposes forensic methods based on their regulatory constraints, scalability 

demands, and evidence sensitivity. Since HIPAA, GDPR and PCI-DSS require formal privacy protection in 

Healthcare IoT and Finance/Banking scenarios, we propose to use Privacy-Aware DF. Smart Home scenarios have 

moderate regulatory constraints. With acceptable risk at ε ∈ [2.0, 5.0], AI/ML-Enhanced forensics provides better 

detection accuracy than the other approaches [141],[142],[143]. In the context of Industrial IoT, which generally runs 

in an air-gapped setting, such as IEC 62443, we propose to use Traditional DF or Blockchain-Assisted DF since 

evidence integrity is more important than detection speed. Enterprise and multi-party contexts benefit most from the 

combination of FaaS and Blockchain, since they achieve an elastically scalable architecture and cryptographically 
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guaranteed evidence integrity together [144],[145],[146]. Very high data volume, but moderate evidence sensitivity, 

Smart City contexts are best suited for FaaS, especially, FaaS in the scope of as per table 1∈ [3.0, 5.0].  

 

Table 1: Practitioner Decision Guide — Recommended Forensic Method by Domain and Regulatory Context 

 

4.4 Interpretation of Aggregate Findings 

In conclusion, there are three key takeaways from the experiments. 1. Forensic methods must be evaluated based on 

the regulatory constraints of the particular domain and not solely based on accuracy: AI/ML-Enhanced forensics is 

accurate, but not suitable for health-care deployment because formal privacy guarantees must be provided in 

accordance with law [147],[148]. 2. The privacy-utility range of ε ∈ [1.0, 5.0] found in the privacy-utility study is a 

practically executable region of operation across all three of the IoT domains investigated and offers a reasonable 

trade-off between the level of thoroughness of the investigation and regulatory compliance. 3. No method has been 

able to cover all of the performance dimensions studied yet; thus, it seems that the use of AI/ML for detection 

combined with privacy-enhancing queries and the use of a blockchain-based chain of custody mechanism are the most 

suitable ways forward in the next generation of IoT forensic systems [149],[150]. 

4.5 Discussion 

Comparison has also proved that there is not a "best" forensic approach for all aspects, indicating that a context-based 

approach should be used when choosing a forensic method, depending on regulatory demands, scaling requirements, 

evidence-sensitive demands, etc. Evidence in AI/ML-enhanced forensics is the most accurate and fastest; this makes 

it suitable for large-scale IoT applications. However, a privacy-aware approach should be used for a controlled 

application, such as medical and financial systems, where formal privacy guarantees are enforced by legislation. 

Differential privacy analysis suggests a range ε ∈ [1.0, 5.0] as the best performance range based on evidence 

reconstruction accuracy of 73% to 82%, with solid theoretical privacy guarantees over all 3 domains examined. The 

chain-of-custody integrity of the blockchain-assisted method is unbeatable; it is beneficial to carry out an investigation 

among different jurisdictions. However, the poor scalability is a significant limitation for use in high-volume IoT 

applications. Integration between FaaS architectures and privacy-preserving and AI-driven forensic methods offers 

the most promising pathway to the next generation of scalable, regulation-compliant IoT forensics. 

4.5 Comparison with Existing Literature 

Domain 
Regulatory 

Context 

Recommende

d Method 
Key Rationale 

Epsilon Range (if DP 

applied) 

Healthcare 

IoT 

HIPAA, 

GDPR Art. 

17, DPDPA 

Privacy-

Aware DF 

Strongest formal privacy 

guarantees are needed for 

physiological data 

ε = 1.0–2.0 

Finance / 

Banking 

PCI-DSS, 

GDPR 

Privacy-

Aware DF or 

FaaS 

Regulatory compliance with 

scalability for transaction volume 
ε = 1.0–3.0 

Smart 

Home 
GDPR 

AI/ML-

Enhanced 

High detection accuracy; moderate 

privacy requirements 
ε = 2.0–5.0 

Industrial 

IoT 
IEC 62443 

Traditional 

DF or 

Blockchain 

Air-gapped environments; chain-of-

custody priority 
N/A 

Enterprise 

/ Multi-

party 

ISO/IEC 

27037 

FaaS + 

Blockchain 

Scalability with a verifiable chain of 

custody 
ε = 2.0–5.0 

Smart City 
ENISA 

guidelines 
FaaS 

High scalability; moderate evidence 

sensitivity 
ε = 3.0–5.0 
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The results of our survey are consistent with and contribute to the body of knowledge across several dimensions of 

IoT forensics. Early work established that the limited effectiveness of traditional forensic tools within the IoT domain 

can be attributed to proprietary storage mechanisms and non-standard acquisition interfaces; our meta-analysis results 

strongly reinforce this, showing that traditional DF methods performed the worst of the six tested, with accuracy 

ranges between 55-65%. Our work is consistent with prior research on blockchain forensics (Lone and Mir, 2019), 

whose studies achieved evidence integrity verification times between 15 and 30 seconds, utilising Hyperledger Fabric. 

The scalability problem of 15-25 transactions/sec identified in those studies is identical to what we observed, 

underscoring that the adoption of blockchain for high-volume IoT forensics necessitates layer-2 solutions prior to 

deployment. The AI/ML forensics work (Harbawi and Varol, 2017; Hossain et al., 2018) that found detection accuracy 

ranges of 83-91% over IoT telemetry data directly corresponds to our meta-analysis results for the same. The concerns 

regarding adversarial robustness cited by Mirsky et al. (2018) were generally unaddressed in the literature we 

reviewed, providing support for our claim that this is a crucial research gap in the study of AI/ML forensics. Our 

findings regarding the privacy-utility trade-off during differential privacy analysis - yielding a 73-82% evidence 

recovery accuracy in the practical operating range of [1.0, 5.0] for epsilon-values - are in line with existing literature 

from federated learning, in which similar epsilon ranges have been shown to provide a suitable trade-off between 

utility and formal privacy assurances in healthcare and finance applications. Similarly, the steeper accuracy decay in 

Healthcare IoT in our study aligns with previous medical data privacy research showing physiological sensor data to 

be the most sensitive to noise injection. Our key innovation is the use of a combined, multi-method evaluation 

framework specifically applied to IoT forensics research. By simultaneously evaluating quantitative performance 

measures, the effects of differential privacy trade-offs, and providing specific regulatory considerations within a single 

research article, we significantly advance current IoT forensics research, as this multi-method approach is lacking 

from all existing single-method or general digital forensics surveys reviewed. 

 

5. CONCLUSION 
The synthesised evidence demonstrates that no single forensic method dominates across all dimensions. AI/ML-

enhanced forensics achieves the highest detection accuracy and fastest analysis times; blockchain-assisted methods 

provide the strongest chain-of-custody guarantees; privacy-aware frameworks best satisfy regulatory compliance 

requirements. Table 3 provides domain-specific guidance to help practitioners select the most appropriate method 

given their regulatory context and operational constraints. The differential privacy analysis identifies ε ∈ [1.0, 5.0] as 

a practically useful operating range, achieving evidence-recovery accuracy of 73–86% while providing formal privacy 

guarantees. High-sensitivity domains such as healthcare and banking should operate at lower epsilon values, accepting 

a modest accuracy trade-off to satisfy strict regulatory obligations. Significant open research challenges remain, 

including the absence of standardised forensic device interfaces, the need for Byzantine-robust evidence aggregation 

in federated forensics pipelines, the forensic-ready-by-design paradigm, and the adversarial robustness of AI-based 

forensic tools. Addressing these challenges requires interdisciplinary collaboration spanning digital forensic science, 

privacy engineering, distributed systems, and law. 

5.2 Limitations 

• Our analysis is based on a systematic literature review; hence, there is no experimental data to base our analysis 

on. Hence, the reported performance values are based on various experimental conditions and do not lend 

themselves to statistical combination or aggregation. 

• Domain-level differential privacy trade-offs have been considered, but device/protocol-specific ones within 

the different domains have not been discussed. 

• In this review, grey literature, theses, and patents were excluded; therefore, it is possible that not all current or 

emerging practical applications are covered if they have not yet appeared in peer-reviewed journals. 

• Six methods were included in the comparison of performance; composite or ensemble forensics were not 

included. 

• Due to the fast-paced nature of IoT standards and security, it is possible that some of the performance figures 

may soon become outdated. The searches were confined to papers published up to March 2025. 

5.2 Future Scope 

• Work must be undertaken to create generic forensic acquisition interfaces for IoT, similar to JTAG in 

traditional computation. Such interfaces would provide repeatable and tool-independent evidence acquisition 

for diverse IoT device families. 

• The adoption and rigorous evaluation of Byzantine-robust aggregation techniques such as Krum and Trimmed 

Mean to federated IoT forensic pipelines operating on non-IID evidence streams is crucial. 

• Proactive forensic readiness frameworks - where cryptographically secure and lightweight logging of evidence 

is integrated into IoT devices at design time- can effectively tackle the challenge of evidence volatility. 

• The adversarial robustness of AI/ML-based forensic detection models against traffic perturbation attacks has 

to be empirically assessed using tools and techniques from adversarial machine learning. 
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• Future surveys need to incorporate and cover hybrid approaches to forensics, such as those combining FaaS, 

blockchain and differential privacy and evaluate them on new IoT benchmarks in smart city and industrial IoT 

applications. 
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