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Abstract: US dominance in Al was simply assumed for the US to have a place in the 21st-century economy, and thus, it
must spearhead this transformative technology. Yet, for all the hype, the road to using Al is a bumpy one. In this article, we
cover the science, data stewardship, business, ethical duty, regulatory compliance, change management, and financial
obligations surrounding the complex challenge for organisations keen to bring Al-based solutions to market. Based on a
systematic review of best-practice literature, emerging industry case studies, and empirical research, the results provide a
conceptual framework to overcome barriers and strategically guide the uptake of sustainable, responsible, and value-based Al
in business.
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1. Introduction

Now there are people discussing the impact of Al but just imagine being present when the head of Google’s Al
unit states the subject so plainly: Artificial intelligence is not a futuristic idea that rests in R&D labs and is
imagined in science fiction stories. It is a reality: businesses across all industries are now applying it to their
processes, products, and strategies. From predictive analytics and natural language processing to computer vision
and autonomous decision systems, Al solutions are being implemented to reduce costs, improve customer
experiences, and generate new revenue streams [ 1,4,5]. The global Al market was valued at around USD 196.63
billion in 2023 and is expected to grow at the highest CAGR of 37.3% during the forecast period 2023-2030,
driven by increasing demand for Al-based transformation [2,6]. Healthcare, finance, manufacturing, retail,
logistics, and professional services organizations, in particular, are advancing their Al efforts as they are most
likely to be impacted by competitive pressure, digital-first consumer expectations, and the rapid evolution of
enablers such as cloud computing, edge infrastructure, and large language models [7,8,9]. However, when it
comes to actually implementing Al, there’s a big gap between what companies want to do and the results they
achieve. Studies continually show that a large number of Al initiatives never progress beyond the proof-of-
concept stage. Gartner says 85% of Al projects will fail to deliver on their intent through 2022 [10,11,12].
McKinsey's global survey results also indicate that , although more than half of organisations have deployed Al
in at least one business function, only a small proportion have achieved a significant, enterprise-wide impact
[13,14].

This paper is an effort to explain such a gap. It plays the whole high-bar gauntlet that any organization wanting
to deliver Al at scale had better be ready to come to grips with — from the relatively mundane technical and data
issues, all the way through cultural, regulatory and financial considerations [15,16]. These are the questions that
anyone bringing (or thinking about bringing) their own institutions to the table will be grappling with, and which
will shape the thinking of policy makers, educators and technology vendors as they all engage each other so
dynamically today — as they ponder the best ways to shape the wider in and through this ecosystem [17,18,19].

The remainder of this paper is organized as follows: Section 2 introduces the preliminaries, then Section 3
discusses the technical and infrastructure challenges [20,21,22]. Section 4 some questions about data. Section
5: the shortage of talent and skills; 6: institutional and cultural resistance; 7: bias and ethical concerns; 8:
regulatory/compliance concerns; 9: financial and ROI concerns; 10: vendor and technology risk; 11: strategic
advice; 12: conclusion [23].

2. Conceptual Framework: Understanding Al in Business
Some general conceptual assumptions are helpful before addressing the particular challenges of the deployment

of Al technology [24,25]. In the broadest sense, Al is now any system that performs functions that would require
human intelligence, such as reasoning, pattern recognition, decision making, natural language processing, or
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even determining what is in an image. However, in the enterprise space the range of engagement and risk for Al
is rapidly moving from science project to production with levels that span [26].

2.1 Types of Business Al

ML is a subset of Al and is probably the one that has been most exposed to the commerce. They are used in
prediction, classification and are widely employed in fraud detection, credit scoring, and demand forecasting
[27,28]. Unsupervised learning is at the core of customer segmentation, fraud detection and pattern discovery.
Reinforcement Learning is progressing in pricing, supply chain, robotics. Natural Language Processing (NLP)
Enables chatbots and virtual assistants, sentiment analysis solutions, contract review tools [2] and report
generation [29,30]. Quality assurance in manufacturing, identity verification, retail shelf monitoring and even
detecting diseases from medical images are some of the applications of computer vision. Generative Al —
including large language models (LLMs) and diffusion-based image models — is driving the next wave of
content creation, code writing, and knowledge synthesizing as per fig 1 [31,32,33].

Al in Business Applications

Machine Learning

Enables systems to learn from experience
without explicit programming.

MNatural Language Processing

Facilitates human-computer interaction
through language.

Computer Vision

Allows systems to interpret and
understand visual information.

Generative Al

Creates new content and knowledge
through LLMs and diffusion models.

Fig 1; Al in Business Applications

2.2 Lifecycle of AI Application

Enterprises need to consider Al as a process lifecycle that consists of different stages, such as strategic
alignment, use case identification, data evaluation, model development, integration and deployment, monitoring,
and continuous feedback [34,35]. Various technical, organisational and managerial challenges arise at every
stage. Interference at any stage of the life cycle process will lead to cascading failure of interoperability
[36,37,38,39], and this seems to be the predominant interpretation of what it means for an organisation to have
today and in the future [40,41] as per Tablel.

Table 1: Al Implementation Lifecycle and Challenge Areas
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Strategic Alignment Business Case Development, Stakeholder Support
Data Assessment Quality, Availability, Governance, Privacy
Model Development Talent, Tooling, Validation, Bias

Integration & Deployment Legacy Systems, APIs, Scalability

Monitoring & Iteration Drift, Performance Decay, Explainability

3. Technical and Infrastructure Challenges

The first source of complication is technical in nature, and has a direct impact on how an enterprise can go about
deploying Al [42,43]. Even when there is strategic will and investment, there may not be a suitable technical
foundation, causing the Al projects to be either unworkable or poorly planned [44,45].

3.1 Legacy Systems and Integration Complexity

The overwhelming majority of incumbents are running on legacy IT infrastructure that was never meant to
accommodate the Al and machine learning age [46,47]. These platforms are usually decades old and were not
built to handle real-time data, API-driven integrations, or the computing requirements many of the most
sophisticated Al applications today require [48,49]. Powered by proven products with modern Al tool chain
integration — challenges of integrating vs. reliance on middleware, data transformation pipelines, and in some
cases massive reengineering of existing systems. For example a manufacturer looking to deploy predictive
maintenance ai might discover its legacy SCADA system not only isn’t pushing out sensor data but that data
isn’t in a format that current ML inference engines can consume [50,51].

3.2 Computational Infrastructure Requirements

Training and inference in large models, such as in deep learning based models, is time-consuming [52]. A lot of
the heavy-duty Al work needs special hardware — that’s graphics processing units (GPUs) or tensor processing
units (TPUs) — and that hardware can be extremely expensive. Some of these costs are mitigated by cloud Al
infrastructure but this brings in data sovereignty, latency, and ongoing operational costs [53,54].

Edge Al and models do inferences on the edge devices at the edge Inkjet Printing on Flexible Substrates is
Ramping Up in Production The rallying spin-off of flexible electronics packaging will foster the establishment
of a roll-to-roll production-centric ecosystem [55,56]. Edge provisioning is also constrained by hardware and
model optimization (quantization, pruning) bottlenecks and by edge device management challenges that virtually
no company can manage today, both in terms of are reduction of latency and bandwidth needs as per Fig 2
[57,58,59].

Idemtify Technical Barriers Meet Computational Needs Ensure Model Reliability

l

Address Legacy Systems Implement Edge Al

Fig 2: Al Implementation Challenges Sequence
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3.3 Model Performance and Reliability

Al models are probability distributions, not deterministic precision quantities. Processes within the large
companies that had been long implemented via rule-based logic will be now asked to be reconsidered, to adapt
and change in light of Al outputs — uncertain outputs by the definition — becoming inputs of those processes
[60,61]. Building models that we can believe in to hold up over the entire range of real-world conditions —
especially in safety-critical domains (such as health care diagnosis, financial lending, or self-driving cars) — is
a difficult challenge, and will require strong validation methods, continuously monitoring performance, and
clearly defined fall-back plans [62,63].

4. Data Governance and Quality Challenges

Data is the oil that keeps the Al engine running. The most advanced Al algorithms are unable to produce
meaningful results without access to high-fidelity, well-managed, and suitably formatted data. Challenges
related to data are, in many surveys, the most commonly reported hurdle for successful Al adoption in any sector
[64,65].

4.1 Data Quality and Completeness

Authentic data from the enterprises are rarely clean, complete and structured. Missing values, duplicate entries,
inconsistent formatting, outdated information and incorrect labelling are common to a number of operational
data storage systems. The challenge is even more so for organisations that have grown by acquisition, as multiple
data architectures need to be consolidated before Al training can commence[66,67]. Supervised learning models,
in particular, are highly dependent on the quality of training data. Biased or incomplete training data leads to
models that perform badly in production and magnify the imperfections of the inputs [68,69]. Delivering data
quality requires as much (or more) attention to detail applied to profiling, cleaning, standardising, and enriching
data that many organisations chronically underestimate [70,71].

4.2 Data Silos and Fragmentation

Most companies hold their data captive in departmental silos — isolated systems for sales, operations, finance,
and HR that don’t talk to one another. Being able to bring together and integrate fragmented data sets in multiple
dimensions is what enables the Al models to find patterns across behavioural and operational measures [72,73].
Eradicating data silos is often more about organization than technology, and may include creating cross-
functional data governance to foster trust and the sharing of data, as well as invest in enterprise data platforms
as per fig 3[74,75].

Profile, clean, Federated learning,
standardize data differential privacy

Cross-functional
Al engine lacks quality policies, enterprise Meaningful results from
data platform quality data

Fig 3: Overcoming Data Challenges for Al Success
4.3 Privacy, Security, and Regulatory Compliance in Data Use

Al tools trained on PII or sensitive corporate data end up being privacy and compliance nightmares. The General
Data Protection Regulation (GDPR) in Europe, the California Consumer Privacy Act (CCPA) in the US, and a
number of national data protection regulations are setting stringent requirements on how personal data can be
collected, stored, processed, and used for automated decision-making as per Table 2 [76,77].
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Table 2: Data Challenges and Their Business Impacts

Poor data quality Inaccurate models, flawed decisions
Data silos Incomplete features, limited model scope
Privacy regulations Restricted data use, compliance risk
Labeling gaps Unable to train supervised models

Data volume insufficiency Underfitting, poor generalization

5. The AI Talent and Skills Gap

Talent gap: The need for Al expertise is the largest, and most enduring, barrier to effective Al adoption within
industry and region. The need for data scientists, ML engineers, Al researchers, and data engineers is greater
than the supply, leading to competition and considerable cost implications [78,79].

5.1 Supply-Demand Imbalance

Al and machine learning job titles have been growing by nearly 74% year over year for the past four years,
according to LinkedIn’s 2023 Emerging Jobs Report, but there aren’t enough graduates from universities or
training pipelines being developed quickly enough to fulfil this need [80]. Companies continually outbid each
other for the scarce resource of Al talent — and many mid-tier firms, and public sector organizations, find the
salary of an experienced data scientist or ML engineer prohibitive [81,82].

The shortage of talent is just as severe, if not more so, in areas such as computer vision, natural language
processing, reinforcement learning, and Al system engineering [83,84]. There are more generalised skills in data
science; the level of specialisation that the complexity that enterprise Al implementations require is actually
quite rare [85,86].

5.2 The Interdisciplinary Competence Requirement

The success of Al is not just a story about technology. Good Al projects are multi-disciplinary collaborations
between technologists, business professionals, ethicists and project managers [87]. A fraud detection model is
different from doing machine learning; it is having an understanding of financial crime patterns, regulatory
requirements and so on from those sets of fraud investigators [88].

It is bad enough to find technically capable people who understand the domain. This problem is usually dealt
with by forming a cross-functional team and yes it's a team effort, but it does take some coordination and common
vocabulary which is not always inherent between the business and the data scientists [89,90].

5.3 AI Literacy Across the Organization

Have Al but it's not specialised The issue is that, together with the core team of Al developers, the organisation
needs a significantly larger number of people who can critically review Al outputs to find blind spots and
weaknesses in models and who can engage with the question “What are your human biases going into this?”
and prudently employ Al-augmented tools [91,92]. If they can’t, there’s a risk we’ll get too much of that
comically misplaced trust in Al (with outputs accepted without question) or too little of that (with scientists
digging in their heels and distrusting this newfangled way of doing things) [139,140]. oh, and train the current
workforce on what Al is and how to think about data and use it responsibly, all of which are bets that will help
companies save money down the line but that will require scaffolding, easy-to-understand instructional materials,
and culture support from leadership [93,94]. “It's part of building organisational capability which is regularly
missed in Al strategies that concentrate far too heavily on technology adoption.” technology strategies that focus
too narrowly on technology deployment.” And ethical Al use needs to be an on-going investment in training, in
the content that is available to help educate, and in cultural [95,96].

6. Organizational Culture and Change Management

Perhaps the strongest underappreciated cultural barrier to Al adoption is that it is fundamentally cultural. The
technical and data issues are indeed challenging, but the technical difficulties can generally be surmounted
through sufficient expertise and funding [97,98]. Cultural resistance, inertia in the bureaucracy, and ill-advised

Proceedings of DASGRI-2026

ADROID Conference Series: Engineering Sciences and Technology (ACS: EST) 208



DASGRI-2026

attempts at changing management often constitute even more insuperable barriers that snuff out the saltiest plans
for Al endeavors [99,100].

6.1 Resistance to Change

Increasingly enhanced by workflows, decisions and responsibilities performed by AI Integration is being
increasingly reinforced by workflows, decisions and responsibilities performed by the Al [137,138]. For
example, those who are anti-Al, who have a stronger professional identity or are more unsure about their
employment are the ones most likely to be resistors to the adoption and even to be passively non-compiled with
or actively sabotaging of the implementation [101,102].

Studies of organisational behaviour have consistently found that resistance to change is best ameliorated by
open lines of communication, participatory design activities, apparent leadership commitment, and believable
messages regarding implications for the workforce [103]. When organisations focus on Al as a technical project
— and ignore the human aspects of execution — they invariably see lower adoption rates and weaker business
results [104,105].

6.2 Siloed Governance and Lack of Executive Sponsorship

Al programmes without strong executive sponsorship and cross-organisational governance often come to a halt
amid turf wars, competition for resources, and no ability to make decisions at the point of implementation
[135,136]. When Al work is isolated in the IT department or a centralised data science team with little or no
business unit ownership, the solutions that emerge are often dysfunctional as operational tools and lack the
organisational support needed for long-term deployment [106,107].

Setting up a Chief Al Officer (CAIO) position and/or a similar cross-functional Al governance committee is
being increasingly understood as a structural enabler for enterprise-wide Al adoption [108].

6.3 Risk Aversion and Innovation Culture

The Al adoption rate is clearly a function of how much risk an enterprise wants to take. Overregulated industries
(financial services, insurance, healthcare, energy) have historically been risk averse, and probabilistic Al models
appear to conflict with compliance and accountability frameworks that date back centuries [109,110].

7. Ethical Considerations and Algorithmic Bias

The Al ethical questions aren’t just the domain of academics today, but very much those of executives. These
systems are now being used to affect decisions of high consequence—Is someone creditworthy? Should they be
hired? Medically diagnosed? Predicted to commit a crime? —and the fairness, accountability, and transparency
of these automated systems has far-reaching societal implications [111,112].

7.1 Algorithmic Bias and Discrimination

Nearly every one of the ML models in production is trained on historical data, and that data reflects — and may
contain — biases of society and the institutions in the worlds from which the data is derived [133,134]. A facial
recognition algorithm, trained mostly on light- skinned faces will have its worst performance on dark-skinned
ones. A credit-scoring algorithm trained on past lending data may repeat discriminatory lending practices of the
past. A automated resume-screening system ’that learns’ from prior hiring decisions might be biased against
minority applicants [113,114]. Identification and correction of algorithmic bias must be intentionally built into
the lifecycle of model development: i) understanding the composition of training data, ii) appropriate fairness
metrics, iii) adversarial testing of demographic groups, and iv) continuous monitoring of real-world outcomes.
There is no one technical solution that completely solves bias, because many definitions of fairness are
mathematically incompatible — a reality that requires organisations to make explicit ethical trade-offs [115,116].

7.2 Explainability and the Black Box Problem

Most state-of-the-art Al models — notably deep neural networks and ensemble methods like gradient-boosted
trees — are hard or impractical to interpret in human terms [117]. The inability to explain why a model
generated a certain output causes issues in areas where decisions need to be justifiable, auditable, or contestable.
Explainability of credit decisions is a requirement of financial services regulators, for example. Medical
personnel have to know the basis of an Al diagnostic recommendation to make appropriate clinical decisions
[118]. Post-hoc interpretability tools (for instance SHAP (Shapley Additive explanations), LIME (Local
Interpretable Model-Agnostic Explanations), attention visualisation and more) provide approximations of model
explanans and not actual transparency of the execution process beneath [119,120].

7.3 Accountability Frameworks

It is tempting to ask, when an Al system is harmful a loan application is unfairly denied, a medical alert is
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ignored, or a hiring algorithm discriminates who should be held responsible [121]. Established legal and
regulatory regimes were built to handle these types of things, where harm arises out of the interactions of black-
box algorithmic systems, massive training datasets, and human institutions [122].

8. Regulatory and Compliance Challenges

Multinational businesses are facing a bewildering array of ai rules, standards and guidance — some formed
years before they can find a final shape of regulatory certainty [123].

8.1 The EU AI Act and Risk-Based Regulation

Effective 2024, the EU Artificial Intelligence Act (AIA) is by some distance the most far-reaching (and most
ambitious) regulation of Al worldwide. It adopts a risk-based approach with four categories of risk: 1)
unacceptable risk (ban) 2) high-risk (strict requirements) 3) limited risk (transparency obligations) and 4)
minimal risk (basically unregulated). High-risk systems such as Al for recruitment, credit scoring, standardized
testing and critical infrastructure undergo conformity assessments, and are subject to data governance and human
oversight requirements, and must be disclosed in a public E.U. database [124,125]. The EU Al Act will require
organisations to make large investments in paperwork, risk management procedures and human oversight of Al
This complicates the compliance picture for multinationals, which must grapple with other local regulations
[126].

8.2 Sector-Specific Regulatory Requirements

In addition to general Al laws, in certain sectors, use of Al is further restricted by sector-specific laws. Financial
services firms are subject to model risk management guidance from regulators, including the Federal Reserve
and the OCC in the US and the EBA in Europe [141,142]. Healthcare Al in the US or CE marking in Europe
for software as a medical device (SaMD) for FDA regulatory good clinical practices for use classification. These
industry-specific requirements require specialized compliance know-how, which many organisations are still
acquiring as per Table 3[127,128].

Table 3: Sector-Specific AI Regulatory Landscape

Key Regulation Requirement at a Glance Compliance Implication

Financial Services SR 11-7 (USA) Model Risk = Explainability an
Management validation
Healthcare FDA SaMD Guidance Evidence of safety and = Cost of clinical
effectiveness validation
EU Market (all) EU AI Act Risk Classes Documentation
requirements
Data Processing GDPR / CCPA Privacy by design Managing consent
Aviation EASA Al Roadmap Certification Basis Determinism
Requirements

9. Cost, ROI, and Financial Justification

Obtaining funding for Al projects and proving value for that investment are enduring hurdles for Al leaders and
business executives. Unlike traditional software projects, where cost and benefit curves are fairly well known,
Al projects involve a great deal of uncertainty about both how long they will take to develop and how much
value they will deliver [129].

9.1 Total Cost of AI Implementation

The entire price tag of an enterprise Al project is far greater than just training models. Enterprises need to factor
in costs for acquiring and preparing data (usually the biggest cost driver); infrastructure; talent; third-party tools
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and platform licences; integration engineering; compliance and audit requirements; ongoing model monitoring
and maintenance; and the organisational change management required for successful adoption [130,143].
According to McKinsey, the full operational cost of using Al can be 2-3 times the initial development cost once
these downstream demands are taken into account [144,145].

9.2 Measuring and Communicating AI ROI

“Effects on Workers and Work Studies of how Al may affect employees and working conditions are difficult to
conduct because the impacts are indirect, delayed, and may be diffused across various procedures within the
same company.” “Efficiency enhancements due to automation based on Al may be balanced out by a transitory
productivity loss as adopters embrace the technology.” For example, personalisation algorithms may contribute
to a rise in revenue that cannot be so easily separated from the influence of other simultaneous marketing
strategies [146,147]. Yet, the reduction in risk from Al-enabled fraud detection or quality inspection, while real
and substantial, is counterfactual, and therefore difficult to communicate to non-quant audiences [112,131].

There are mature sensible ways to measure value out of Al — both financial and operational KPIs, and getting
these well-defined with baselines and clean models of attribution — but that’s not something most orgs have
really gotten to.. Without tangible results, Al investments are at risk of being cut if the long-term payoffs don’t
materialize [102,132].

9.3 The Opportunity Cost of Delayed Adoption

The price of not adapting and adopting earlier is a cost that is ignored in the economics of Al [148,149]. In a
“healthy”” market — think the best companies using Al to give customers better experiences, at lower price with
more rapid innovation — dis-employing the technology will find them behind, caught in a negative feedback
loop of competition [150]. The strategic need to develop Al capabilities — but without obvious short-term ROI
— is more a question of competitive survival than of discretionary spending [116,120].

10. Conclusion

The In-Demand Auditing Profession is Open to all Industries with Al Influence. It can uncover intelligence that
has never been seen before; it can personalize at scale in a manner which was never thought possible; it can
unlock new levels of efficiency; and it can help accelerate innovation in product design and delivery. This is not
some hypothetical capability — it exists, today, for the enterprises that have cleared the obstacles to Al adoption.

However, the report demonstrates that there is a long and complex road ahead for both governments and
businesses to turn Al ambition into enterprise business benefit. Infrastructure and other technology-driven data
quality and governance constraints, talent scarcity, cultural resistance, ethical hazards, tacit complexity
regulatory, financial uncertainty, supplier dependency all meld together into a formidable implementation
challenge that is likely to demand a long-term and enterprise-wide coordinated effort if the best opportunity for
success is to be had.

The single most useful takeaway from this paper is that an Al system failing is very rarely a single technical
failure. It's technology, data, people, process, culture, governance and strategy all wrapped up in one-system
failure. Those organizations that are too far off the mark, and treat Al as a technology project rather than the
business transformation project it truly is, will always be lacking.

In the age of Al the companies likely to generate long-term good returns are not necessarily those that spend
the most on Al or the most expensive technical talent. The ones that do will be those that are able to better align
Al and business strategy than anyone else, that can develop real organisational Al literacy, that treat foundational
data capabilities as a long-term play, that meet demanding ethical standards, and that build real change
management muscle to lead their people through transformation.

As Al technology itself continues to develop — with large language models, multimodal systems, and
autonomous Al agents pushing the boundaries of what is achievable — the difficulties in applying it are sure to
change, if not disappear. If anything, they will increase. And the best candidates to take advantage of the next
stage in Al development will be organizations that already have established the governance, talent, data, and
cultural underpinnings necessary to deploy Al in a responsible and scalable way.
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